ABSTRACT A collective action that considerably affects government management and public security, e.g., a mass demonstration, usually experiences a long development period, originating from small and uncertain variations called weak signals on social media. Researchers generally identify collective action by small changes in communication frequency, emerging key words, and sentiment. However, most studies only consider the present environment, which may not evolve into a collective action, or conduct a short-term prediction in which significant damage is already done when the collective action is identified. This paper proposes a predictive framework to identify potential collective actions, considering the future evolution as well as the present situation, and providing a reference for early decision making. In the framework, a future sign to describe events is improved and the enhanced gray system theory is used to predict the evolution of a future sign. Mentions of events surrounding the Arab Spring-using over 300 000 different open-content Web sources crawled from social media in seven different languages-are analyzed, which suggests that the predictive framework can more precisely identify the weak signals of collective actions.
I. INTRODUCTION
The manifestation of collective actions, e.g., mass demonstrations, often involves collective reinforcement. The expanding effect of collective actions affects public security. In the information age today, much of the public consciousness has a significant influence online, where issues of concern are discussed [1] - [3] . With the popularization of social media, public ideas are easily disseminated, promoting the formation and development of events, which may evolve into collective actions when opinions are rapidly spread via social media. Social media has been proven as a very powerful tool for selforganizing collective actions, social events, and leisure gatherings, without any formal organizations or arrangers [4] . The Arab Spring is a typical example, revealing the importance of social media during the formation of collective actions [5] . After the protest outbreak in Tunisia, one example of the Arab Spring, someone incited 350,000 people to participate via Facebook in March 2011.
Social media can have such a considerable effect on the development of collective actions is because of the lack of public-data analysis, which leads to no corresponding early-warning. The government can take measures in time to prevent a situation from worsening and maintain public security, if social media data can be analyzed before an outbreak of events. Consequently, to receive early-warning measures before an outbreak, the government must use public data and recognize the breaking point of collective actions. Fortunately, social media can help provide situational awareness and inform predictions because people tend to share their opinions and interact with others online [6] . Due to the social-media interaction, opinions can attract more and more attention and make it possible to predict the tendencies of events. In this paper, we consider a predictive function that uses social media to predict potential collective actions, to avoid or weaken their negative effects.
Apparently, collective actions usually include a threeperiod cycle: sprout period, boom period, and decay period. Normal events may evolve into collective actions if they attract more attention and negatively affect society. Normal events usually exit during the sprout period and collective actions are formed during the boom period. During the cycle, the number of news or Tweets on a collective action is the most intuitive scale parameter to describe the public's attention.
In this paper, public attention is quantized by the number of Tweets on certain events, especially as the number peaks at the end of the boom period and falls into the decay period. The aim of this research is to identify and forecast the evolution before the flashpoints of collective actions. Thus, the sprout period and the boom period are emphasized. During the sprout period, there is less attention on events that
have not yet evolved into collective actions and are usually ignored by the public. However, events may attract more and more attention and become increasingly discussed on social media as the situations develop. During the boom period, public attention reaches the peak phase and relevant events are widely discussed.
This paper studies using future signs to quantify and describe the evolution of events. In this paper, a future sign is described with signals, based on the number of Tweets. Two forms of signal, weak and strong, are mainly used to describe normal events and collective actions, respectively; i.e., events can be regarded as collective actions if weak signals have evolved into strong signals described in Section 3.
Weak signals of collective actions reflect aspects of a threat or an opportunity or a sign of future change [7] . This enables a timely identification of future events or developments that are relevant for a decision maker. From the view of semiotics, a weak signal can be regarded as a future sign. Weak signals may be defined as advanced indicators of change phenomena, but they are never obvious pointers. As events evolve, weak signals attract little attention from the public and are usually ignored. The weak signal was first introduced by Ansoff [8] and deepened by later researchers. Weak signals have been described with the triadic model, which can be drawn in a three-dimensional space [9] . In this paper, the forms of weak signals are developed according to the characters of collective actions. From the signal perspective, the sprout period is defined as having weak signals and may evolve into strong signals, which are the indicators of collective actions [9] . The details are presented in Section 3.
Accordingly, to identify and analyze potential collective actions, a predictive framework is proposed. In the framework, weak signals of events are discovered firstly and predicted whether they could be evolved into strong signals.
In summary, this work's contributions are as follows: 1. A productive framework is proposed, which can identify and forecast whether events can evolve into collective actions. 2. A form of future sign is improved to describe and quantize the evolution process of collective actions.
3. Gray system theory enhanced by adding piecewise polynomial fitting and Lagrange's interpolation method is applied to predict the change of future signs in the future. The remainder of the paper is organized as follows. Section 2 briefly describes the complete approach of the predictive framework. Section 3 introduces the improved form of future signs for collective actions. Section 4 explains how to predict the change of weak signals of collective actions. Then, Section 5 presents experiments, based on 300,000 different open-content web sources from 18 countries, which were conducted to verify the performance of the predictive framework. Section 6 describes related work. Finally, Section 7 concludes the paper with a discussion of future work.
II. APPROACH
This section briefly describes the complete idea of this study. The predictive framework proposed in this paper consists of two phases: identification and prediction, as shown in Fig. 1 . In the identification phase, the framework evaluates events based on the sentiment and number of related Tweets. The sentiment is analyzed using a sentiment analysis tool, SemtoStrength. Thus, the number and sentiment are comprehensively transformed into the Interpretation. Note that, if the entire sentiment is negative and the value of the Interpretation is higher than a threshold, the related event is regarded as a collective action; otherwise, the signal related to the event is regarded as a weak signal in the identification phase. However, the identification phase only considers the current situation, ignoring the future change of the number. For the prediction phase, gray system theory is used to judge whether the weak signal can evolve into a strong signal based on analyzing the sentiment and predicting the change of the number before the flashpoint of a collective action. Then, the Interpretation is used to judge whether the event has become a collective action. 
III. FUTURE SIGN
A future sign mainly consists of two forms of signal, weak and strong. As mentioned before, a weak signal indicates a normal event and a strong signal indicates a collective action. In addition, weak signals may evolve into strong signals if the VOLUME 4, 2016 related events attract sufficient attention from the public and negatively affect society. The formalizations of future sign is described in formula (1). The weak signal was first introduced by Ansoff [8] , which contains premature and imperfect information for future problems. In our view, weak signals are interesting and useful because they are full of information about new permanencies and definitive transitions [10] . Actually, the public usually pays little attention to weak signals of events because they have hardly any noticeable effect on society at the moment.
The first major contributors to defining a future sign in semiotics were Ferdinand de Saussure (1857-1913) and Charles Sanders Peirce (1839-1914). Saussure offered the 'dyadic' model for the future sign. He defined the sign as being composed of the signifier (e.g., the form the sign takes) and the signified (e.g., the concept it represents) [11] . Peirce, on the other hand, provided the triadic model of the sign, consisting of the representamen, the interpretant, and the object. The representamen stands for the form that the sign takes, e.g., newspapers, websites, pictures, and videos. The interpretant is the receiver's understanding of the future sign's meaning, and the object is that to which the sign refers [12] .
To deepen understanding of the triadic model, Elina Hiltunen developed the future sign in three-dimensional space (Issue, Signal, and Interpretation)-based on the triadic model proposed by Peirce-which could graphically describe the evolution process of future signs, from weak signals to strong signals [9] . Hiltunen proposed a universal framework that focused on explaining an idea. However, it did not study a specific model on how to obtain an Interpretation based on a Signal and an Issue; i.e., she did not build the functional relation between the Interpretation and two independent variables. Thus, to study certain problems or events, the universal framework should be improved individually.
Based on Hiltunen's research, this paper improves the triadic model in three-dimensional space to a quaternionic model (Issue, Signal, Interpretation, and Sentiment). Moreover, this paper studies the specific functional relation between the Interpretation and the three other independent variables, and quantizes the Interpretation, which describes the probability that a normal event will evolve into a collective action. That is, the future sign of the event evolves from weak signals to strong signals.
Based on Hiltunen's triadic model, the dimensional units of the improved form are the following:
The Issue (I ): Unlike the studies of Peirce and Hiltunen, whose Issues are all topics, which may contain several events and can predict the trend of a new phenomenon, the Issue of this paper represents a signal event or specific collective action, i.e., |Issue| = 1 in the quaternionic model. Thus, this paper mainly studies the evolution of one event from a simple situation. In future work, the situation where |Issue| >= 1 will be studied. Because |Issue| = 1, the quaternionic model can be simplified to a triadic model consisting of Signal, Interpretation, and Sentiment.
The Signal (S) is the number of forms the future sign takes. The forms are visible media, e.g., social media, newspapers, and pictures. In this paper, the Signal is represented by the number of Tweets about the discussed event.
The Sentiment (E) is positive or negative. This paper focuses on events whose sentiment is negative, which is obtained by analyzing the content of users' Tweets with SemtoStrength. Actually, some users may take a positive attitude and others may take a negative attitude. If the sentiment is negative, E = −1; otherwise, E = 1.
The Interpretation (θ ) represents the receiver's understanding of the future sign's meaning. It explains the probability of the event happening, and is described by a decision parameter (θ= f(t, S)), which indicates whether the event has become significant and has attracted more attention from the public, as measured by the number of Tweets. For the theory of θ , the research mainly improves Nathan Kallus's idea, where the threshold value θ is =2.875 (which is also nearly the 94 th percentile of the standard exponential distribution) [1] . That is, there are massive reports on the events. On this basis, this study considers the sentiment of Tweets. It suggests that if |θ | > θ and θ < 0, the corresponding weak signal has become into a strong signal. Note that, θ < 0 means E = −1. That is, the weak signal has become a strong signal, as shown as in formula (1) .
Moreover, the study defines the first day of θ > θ as the flashpoint of a certain collective action. Besides, the paper develops a model F shown as formula (2)
, and the explanations of every symbol is as follows.S c = 1 |Train| i∈Train S c (j). S c (j) denotes the number of events in country c published on day j in Twitter. Countries denote the set of countries where the relevant events are reported. Since new media are being added daily to the Recorded Future source bank, there is a heterogeneous upward trend in the event data. To remove this trend the average volume in the trailing three months is used to normalize the mention number. S c (j). Next,S c is training-set average number reported on mainstream media. Train denotes the set of days in the training set.
IV. PREDICTION: EVOLUTION OF FUTURE SIGN
In Section 3, the Interpretation is introduced to judge whether a future sign has evolved into a collective action; however, it simply analyzes the current situation and does not consider the future evolution. Collective actions have many internal factors and complex relations. In addition, the mechanism of how the factors influence the development of events is not always clear to the public. Fortunately, gray system theory can analyze similar social systems [13] . This study tries to apply gray system theory to predict the variety of Signals, which describe the social system at a macro level. Then, the Interpretation is obtained, based on the predictive Signals, to predict whether weak signals (normal events) can evolve into strong signals (collective actions). Moreover, the reasoning process of introducing a gray system will be presented to explain why the gray system theory is appropriate.
To enhance the effectiveness of our framework, the study predicts a variety of Signals about the discussed events before the special flashpoints (denoted as t 0 ). The special flashpoints mean that the time when the corresponding Interpretation of Signal becomes higher than θ .
A. GRAY SYSTEM THEORY
Gray system theory has been used to investigate uncertain problems that lack data and information. The main idea of gray system theory is to correctly describe the systems' evolution law and effectively monitor their running behavior. Moreover, gray system theory can also reveal the long process of the continuing development of events. After a long development, the basic model of gray system theory has formed, including a Gray Matrix, Gray Algebra, and Gray Equation.
The gray model (GM) may also implement the analysis, evaluation, prediction, and control decision of uncertain data systems by using spatial association rules and a sequence generation method [14] . Several forms of gray model exist, e.g., GM (1, 1), GM (1, N), GM (N, 1). Because only one variable, the Signal, needs to be predicted, this paper uses GM (1, 1) to analyze the Signal's variation.
GM (1, 1) usually consists of three steps: Initializing the data, building the GM (1, 1) model, and solving the GM (1, 1) model; these will be described in the following section.
1) INITIALIZING DATA
GM does not need analyze what a certain distribution the original data follows, but adopts the method of accumulation that can weaken the influence of randomness of the data. In this paper the original data is the number of tweets every day during a period, defined as Signal(S) in formula (3).
Where, t 0 is the special flashpoint. Moreover, this study applies two operators to the original data series. First, because of the data missing problem, this study uses piecewise polynomial fitting and Lagrange's interpolation method to add the real data set. For the fitting method, the study divides the data series into three subseries and uses MATLAB to fit the polynomial function for every subseries. Thus, Lagrange's interpolation method is used to add the missing data at the certain time-step. Thus, the updated data series is described as formula (4) .
Where the polynomial function is f (k) = a n * k n . n is tunable anda n is obtained by MATLAB.
Then, addition operator is also applied to the new data series, reducing the noise data, and the cumulative Signal series is shown in (5)
Where S (2) 
2) BUILDING Gm(1,1) MODEL
This phase describes the reasoning process of building GM(1,1) model. In this study, building GM(1,1) model depends on the growth rate of the number of the tweets (Signal). Moreover, the growth rate is closely related to the followers of disseminators in Twitter. However, not all followers must retweet the information. So the real growth rate is decided by the actual retweeted tweets. In this paper, the growth rate is denoted by F(S (2) (i)). Then, the general model is described by a formula in (6)
In formula (6), F(S (2) (i)) is not concrete functional expression and it is impossible to solve the formula. So the study starts with a simple situation that we suppose there is a linear relation between the growth rate and the Signal. In the future, we will further study the more complex situation. Hence, this study sets F(S (2) (i)) = −a * S (2) (i) + b. Combing with the discussion in the phase of initializing data, the final model based on (6) is shown as in formula (7) lim t→0 S (2) 
Actually, formula (7) is just GM(1,1) model, a differential equation of first order with two parameters(a, b). -a represents the variation trend of Signal and b is used to control the intercept that represents the initial growth rate of S (2) (i). To predict the variation of the Signal, this study uses the least square method to solve the two parameters. VOLUME 4, 2016
3) SOLVING THE MODEL
This study uses the least square method to solve the approximate solutions of the two parameters (a, b) and then obtain the functional expression of S (2) (i). Hence, we can predict the variation of Signal.
a: APPROXIMATING THE PARAMETERS
In this study, the data is time series that is discrete values. Then, we set dS (2) /di ≈ S (2) 
Combing with formula (7), we get equation shown in (8)
Let i = 1, 2 . . . t 0 , we get the following equations shown in (9)
Using the least square method, we get θ =(a,b)
The process is shown as follows. Let Y =(S (1) (1),S (1) (2), . . . , S (1) (2) . . .
As an initial choice, we decide to approximate S (1) (i) as the linear function of a and b: S (1) 
. . .
Thus, using the fact that for a vector z, we have that z T z = i z 2 i and the cost function is:
Finally, to minimize J (θ ), we find its derivatives with respect to θ. Combing with matrix operations, we find that
Hence,
In the third step, we used the fact that the trace of a real number is just the real number; the fourth step used the fact that trA =trA T , and the fifth step used equation (11) with A T =, B = B T = X T X , and C = I , and the fact that A trAB= B T . To minimize J , we set its derivatives to 0, and obtain the equations: X T X θ = X T Y Thus, the value of θ that minimizes J (θ ) is given in closed form by the equation (12) 
This phase introduces how to obtain the functional equation of S (2) (k) shown in formula (7). The process is shown as follows.
Let the growth rate -a * S (2) (i)+b = 0, we get the upper bound value of S (2) , that is S (2) 
With the fact that when i = 1, S (2) (1)= S (1) (1), described as equation (5), e −C = (b/a − S (1) (1))e a . Thus,
Because S (2) (i) is the cumulative data series, then we need use subtraction operator to obtain the Signal, the predictive valuê S (1) (i) of S (1) (i), which is shown in equation (14) S (1) 
B. THE INTERPRETATION
After predicting the time series of Signal, the Interpretation θ is obtained based on formula (2) θ = f (i, S). Thus, we can make sure whether the normal event has evolved into a collective action based on (1). That is, if |θ | > θ and θ < 0, the normal event has evolved into a collective action and it can provide reference for decision-making.
V. EXPERIMENTS AND ANALYSIS
This section discusses the performance of the predictive framework to identify the weak signal of potential collective action (PFDWS) proposed in this study. The experiments mainly consist of two parts, evaluating the accuracy of PFDWS for predicting the variety of Weak signals for the mass protests and comparing with other two methods with respect to finding weak signals proposed by other researchers [15] .
A. DATA SETS
This study implemented experiments on the 300,000 different open content web sources in Twitter from 18 countries such as Afghanistan, India, Egypt and Italy. We obtain the data sets from the website (www.recordedfuture.com) collected by Recorded Future [1] . The Data Sets involves mass protests in different country, which are about the Arab Spring Starting from Tunisia. Every piece of data consists of author, location, category, fragment, time.
B. EVALUATION OF PFDWS
To evaluate the performance of PFDWS we proposed, this study compared it with other researches, the works in [15] (VTID).The method, VTID, proposed a predictive model consisted of a variety of techniques for the detection of weak signals in social media. These techniques include (i) keyword analysis, (ii) geo-spatial analysis, (iii) frequency analysis, (iv) semantic analysis and (v) sentiment analysis. Actually, VTID, depends on the variety of weak signals in social media. Firstly, we extracted every signal event (contains the normal events and collective actions) from 300,000 different open content web sources in Twitter. By comparing the keywords of every record, there were 113 events altogether. To enhance the efficiency, we first use SemtoStrength to analyze the sentiment of tweet about related events and mainly study the events whose sentiment is negative. Besides, we count the number, regarding as the Signal, of every event from the sprout period to flashpoints every day. According to our manual statistics, there are 34 collective actions. In the experiments, the PFDWS adopted gray System Theory to predict the variety of Signal of every event. Hence, the Interpretation was used to judge whether the event could become a collective action. And the predicting error of the Signals, recall and precision were regarded as important evaluate indexes for the performance of the PFDWS. Because there were 113 pairs of estimated values for a and b. By experiments, we got the values for every event and they were listed in TABLE 1.
And we measured the predicting error for every size of training set with equation (15) .
whereŜ (1) (i) is the predictive Signal.
To display the variation of predicting error for different sizes of subsets, we randomly select 113 events in Afghanistan and set k as 4. The experimental result is shown in Fig. 2 .
In Fig. 2 , ''5'' of horizontal axis means we chose the Signals of the first four day of a certain events as the training set to approximate parameters and predict the variation of Signals during the fifth day to the special flashpoints. Thus, the labels from ''6'' to ''34'' indicate the similar meanings. As Fig. 2 shows, the predicting errors mostly are lower than 20% at the beginning and then almost vary between 0 and 15% , starting from fifteenth day. It indicates that our PFDWS can predict the variation of Signals of events accurately, which just need analyze the Signals of the first fourteen day.
1) PERFORMANCE OF THE PFDWS
This section focuses on comparing the precision and recall of PFDWS and VTID [15] . We conducted the two methods to identify the weak signal of collective actions. The experimental results were shown in TABLE 2 and TABLE 3. From  TABLE 2 , it shows that 32 collective actions are identified correctly and the 2 ones are not identified for PFDWS. And 72 normal events are identified correctly, but the others are regarded as collective actions falsely. are not identified for PFDWS. And 67normal events are identified correctly, but the others are regarded as collective actions falsely.
Based on TABLE 2 and TABLE 3 , the precisions and recalls of the two methods are shown in TABLE 4 .
From TABLE 4 , it reveals that the VTID is better than PFDWS from the views of recall and precision. In general, the high communication frequency means the collective actions may have formed in VTID. However, the corresponding events may not attract more public attention and affect the society destructively. If the tweets' data is graphics with line chart, collective actions correspond to the peaks. In terms of the math, the peaks correspond to local maximums. Then VTID may regards most local maximums as the formation of collective action, while not all the relevant events with local maximums have evolved into collective actions. However, our PFDWS considered the situation that it applied the threshold to judge whether the local maximums is higher than it. What's more, a few collective actions may experience a long time to outburst. The communication frequency in social media may increase slowly. Thus, VTID may not detect this kind of collective actions. However, our PFDWS discovers collective actions based on the Interpretation that doesn't ignore the collective actions.
VI. RELATED WORK
This study focuses on predicting the evolution of future sign for potential collective actions. This section will introduce related work on future sign and collective actions. For one fundamental form of future sign, weak signals pay the most important role in predicting future trend. Many relevant researches on mining and analysis in online social media have focused on weak signals. Weak signal can be used to identify the potential collective action, which may be ignored in the sprout period. The concept of weak signals has been introduced as early warning system to advance strategic planning [8] , [16] . Some researchers have studied weak signals from the perspective of Social Network Analysis(SNA), which is used to analyze the relationships and the information exchanged between actors((i.e., individuals or groups)). This method can reveal groups of actors within a network after examining the relationships existing between them based on the number and frequency of information exchanged [17] .
Besides, text classification is already used for identification of weak signals theoretically [16] . Examples are the k nearest neighbor classification, simple probabilistic algorithms (e.g.naive Bayes), decision tree models (e.g.C4.5), and support vector machine algorithms [18] - [24] . C Macrae analyzed organisational and cultural challenges to identify, interpret, integrate and act on the early warnings and weak signals of emerging risks-before those risks contribute to a disastrous failure of care, and then healthcare organisations and their regulators can improve safety and address emerging risks [25] . Ponomareva et al. explored the key stages and methods for the identification of weak signals (WS) in foresight methodology [26] . In this work, key characteristics and features of signals were identified. The key groups of methods consisted of scanning and monitoring; data analysis; modelling, clustering, interpretation; expert procedures.
On the other hand, there are many related researches on collective actions. Kallus [1] proposed a criterion to judge whether an event has become one collective action based on the amount of tweet, and this study adopts the criterion. Lei Hou et al. theoretically proposed a heterogeneous model for opinion formation dynamics where they used conviction to measure an agent's ability to insist his opinion. Results revealed that, the collective opinion of steady-state was closely related with the initial bias of the opinion leaders [27] . Markos Avlonitis et al. proposed a stochastic transformation of the aggregated users' interaction signal into a space defined by its correlation to the bell-shaped reference patterns that was shown to offer significant amelioration as to the percentage of users' interaction required in order to achieve comparable results to the original users' interaction space. Based on the users' interaction, this method can predict the video users' collective activity [28] . MV Anauati conducted a laboratory experiment to test the comparative statics predictions of a new approach to collective action games based on the method of stability sets. They found robust support for the main theoretical predictions and subjects tend to upgrade their prior beliefs as to the expected share of cooperators, as the payoff of a successful collective action increase [29] .
VII. CONCLUSIONS
Collective actions considerably harm the people's safety and the social stability. It is necessary to forecast the evolution of the weak signal of collective actions. If the weak signal of collective actions can be identified in the early period, it can help the decision-makers realizing early warnings. To reach the goal, this paper proposes the predictive framework to identify weak signals of potential collective actions considering the future evolution, evaluating whether the events can evolve into collective actions based on gray system theory. What's more, the form of Signals is improved to describe and quantize the evolution process of collective actions. However, this study just analyzes the present sentiment of events, which may changes. Thus, in the future work, the study will focus on improving the forecasting technique to enhance the precision and predicting the variation of sentiment. Though this paper mainly used GM(1,1) to conduct the prediction of the evolution of signals, the predictive framework we proposed is almost universal, which can transform into different differential forms considering the actual data distribution environment. What's more, we will study how to predict future trend about a potential topic instead of a certain events based on future evolution.
